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BOSTON PUBLIC HEALTH COMMISSION
Request for Proposals (RFP) # ITS-001-24

New Jersey DataCenter

The Boston Public Health Commission is soliciting proposals from firms for the provision of a New
Datacenter in North Pisalaway, NJ. 08854-4419. The proposals will also include Load
Balancers that will be configured to span both Boston and New Jersey locations.

The new network will require hardware and turnkey installation services. The RFP will
contain list of hardware and turnkey installation services.

This RFP establishes the terms, conditions, assurances, and certifications under which the
Information Technology Services Department is seeking services under the Boston Public
Health Commission. The Boston Public Health Commission is designated as a body politic
and corporate and political subdivision of the Commonwealth and are subject to the
Massachusetts Public Records Law and the designation of Health Insurance Portability
and Accountability Act (HIPAA).

The Boston Public Health Commission (BPHC) is the local public health department for
the City of Boston. BPHC’s mission is to protect, preserve, and promote the health and
well-being of all Boston residents, particularly the most vulnerable. To learn more about
the Boston Public Health Commission, visit www.bphc.org.

The Boston Public Health Commission anticipates awarding a single contract to the
selected vendor. The period of performance will be from the date of execution of a contract
through June 31, 2024. All work must be completed by this date and final invoice must be
submitted by 06/31/2024.

The Boston Public Health Commission’s Contract Terms and Conditions are included as
Attachment B to this RFP. By submitting a Proposal, the Proposer represents that it has
carefully read and agrees to be bound by the Boston Public Health Commission’s Contract
Terms and Conditions. Identify during the question submittal and response period, any
sections you consider onerous, clarify why you consider these sections onerous, propose
alternative language and describe why it is in the Boston Public Health Commission’s best
interests to adopt the alternative language. Conditioned proposals will be considered
nonresponsive and will not be evaluated.



A. SCOPE OF SERVICES:

The Boston Public Health Commission will select a qualified and certified reseller of Palo
Alto, Cisco, F5 and Citrix on a best value basis using a point-method of award, to provide
the equipment needed to add new Datacenter site to our existing network. There will be
two service quotes and five hardware quotes. The two services quotes will include a
turnkey solution that will include all services. Once vendor is chosen the hardware and
services quotes will be reviewed and adjusted to allow for best solution and budgetary
restraints. The consultant’s approach will utilize industry best practice methodologies to
ensure a standardized approach.

The overall engagement will be managed by the vendor, with a defined scope, schedule,
and budget. Project activities will be appropriately managed, and project risks and task
progress will be formally communicated. The Boston Public Health Commission will assign
a Project Manager to act as a focal point for vendor communications.

Services will be provided at the Boston Public Health Commission’s direction and
discretion and may be provided in collaboration with ITS Department staff or third-party
support vendors. Services may be provided onsite or remotely, at the Boston Public Health
Commission’s discretion.



B. DELIVERABLES:

Deliverables will include services to design new network located at 3 Corporate Place, North
Piscataway, NJ. The design will include full review of all equipment and software. There
should be three services quotes one with F5, second with Citrix and third with vendor
preferred/recommended Load Balancer. The new network will consist of the Palo
active/passive firewalls, Cisco network including ISE (ISE setup for redundancy with ISE in
Boston) and Load Balancers.

Firewall Installation:

Unbox and Rack 2 Palo Alto Firewalls.

Run 4 fiber cables to the BoNet cabinet. Cable run will be no longer than 50
Feet.

Configure the Firewalls in a HA pair. The firewall will be configured to mirror
our Boston Solution. It will consist of 2 Internet handoff’'s and 2 PSAP (Public
Safety Access) Point to Point handoffs. The Internet will consist of no more
than 25 NAT rules. We will have no more than 10 Point to Point handoffs.
Each firewall will have 4 connections 2 to each core switch. Each firewall will
have 1 DMZ connection.

The firewall will consist of 75 Security Rules.

Global protect will be configured with MFA and SSO. There will need to be up
to 12 Client Groups.

1 Virtual Router

15 Zones

6 Certificates and 2 Root Certificates.

3 SSL Service Profiles

Documentation of Design and Configuration. Include Visio Diagram with
Network port information of Core, PSAP and Internet Connections.

Cisco Switch Install:

Design and Plan

Unbox and rack a total of 6 Switches.

Run one fiber cable to the BoNet cabinet. Cable run will be no longer than 50
Feet.

2 Core switch will have the Bonet Interface configured with Layer 3 Routing.
Two Core switches, two server switches and two DMZ switches.

Setup and configure the 2 Cisco 9500 core switches. The core switches will
be setup as redundant network core to support, both Palo Firewalls, 4 server
rack switches. Two of the Server rack switches are Dell Switches and 2 are
Cisco 9300 Switches to be used as server access switches. Dell will be
available to help from the Dell Switch side.

The network consists of up to 15 VLans.



All switches should be added to the DNA center and Cisco ISE.
Document design. Documentation should include Visio diagram and
configurations encompassing full NJ network and each switch.

Cisco ISE install:

Unbox appliance and Rack or Spin up Virtual Appliance

Tac Ax Plus

One node

Setup in Cluster with the Existing Configured Boston ISE Server (The Boston
ISE is in production and working)

Load Balancers:

Design new Load balancing network.

Unbox and rack a total of 4 Appliances.

The load balancers will be used to manage approximately 20 applications that
are setup at Markley (Boston) and New Jersey location. Some applications
need to load balance over 2 Internet locations, and some are local.

4 to 6 — Internet based applications

2 to 3— SQL Clusters (3 Node Clusters)

6 to 11— Internal Applications

Setup, Configure and Test.

Documentation of Design and Configuration. Include Visio Diagram with
Network port information.



Hardware List

The RFP should include pricing for the below hardware lists.

Firewalls -2 Quotes. 3 and 5 Year Support and Subscriptions

Cisco Network Gear — 1 Quote

Load balancers — 3 Quotes. F5, Citrix and vendor prefered/recommended.



Palo Alto Firewalls — Please include 2 Pricing options for firewalls.
Secondary Site FW's 3 Year Support and Subscriptions

Sku

PAN-PA-5430-AC

Description

Palo Alto Networks PA-5430 with redundant AC power
supplies

PAN-PA-5430- Advanced Threat Prevention subscription 3-year term,

ATP-3YR-HA2 PA-5430

PAN-PA-5430- PA-5430, Advanced URL Filtering subscription, for one (1)
ADVURL-3YR-HA2 device in an HA pair, 3 years (36 months) term.

PAN-PA-5430- PA-5430, Advanced Wildfire subscription, for one (1)

AWF-3YR-HA2 device in an HA pair, 3 years (36 months) term.

PAN-SVC-PREM-
5430-3YR Premium support 3-year term, PA-5430

PAN-QSFP-AOC-
10M

QSFP+ form factor, 40Gb active optical cable with 2
transceivers and 10m of cable permanently bonded as an
assembly

PAN-SFP-PLUS-LR

SFP+ form factor, LR 10Gb optical transceiver, long reach
10Km, SMF, duplex LC, IEEE 802.3ae 10GBASE-LR
compliant

Secondary Site FW's 5 Year Support and Subscriptions

PAN-PA-5430-AC

Description

Palo Alto Networks PA-5430 with redundant AC power
supplies

PAN-PA-5430- Advanced Threat Prevention subscription 5-year term,

ATP-5YR-HA2 PA-5430

PAN-PA-5430- PA-5430, Advanced URL Filtering subscription, for one (1)
ADVURL-5YR-HA2 device in an HA pair, 5 years (60 months) term.

PAN-PA-5430- PA-5430, Advanced Wildfire subscription, for one (1)

AWEF-5YR-HA2 device in an HA pair, 5 years (60 months) term.

PAN-SVC-PREM-
5430-5YR Premium support 5-year term, PA-5430

PAN-QSFP-AOC-
10M

QSFP+ form factor, 40Gb active optical cable with 2
transceivers and 10m of cable permanently bonded as an
assembly

PAN-SFP-PLUS-LR

SFP+ form factor, LR 10Gb optical transceiver, long reach
10Km, SMF, duplex LC, IEEE 802.3ae 10GBASE-LR
compliant
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Cisco Network Equipment

C9500-24Y4C-A

CON-PL4HR-
C95024YA

CAB-9K12A-NA

C9K-PWR-650WAC-
R
C9K-PWR-650WAC-
R/2
C9K-F1-SSD-BLANK

CO9K-T1-FANTRAY
C9500-NW-A
SC9500HUKS-176

C9500-SSD-NONE
C9500-DNA-24Y4C-
A

C9500-DNA-L-A-3Y

CON-PLSWT-
C9512QA

PI-LFAS-T
PI-LFAS-AP-T-3Y
NETWORK-PNP-LIC
C9300X-12Y-E

CON-PL4HR-
C9300X12

SC9300UK9-179

PWR-C1-715WAC-P

PWR-C1-715WAC-
P/2

Catalyst 9500 24x1/10/25G and 4-port 40/100G,
Advantage

PARTNER LCSS 24X7X4Catalyst 9500 24port 25100G only
Adva

Power Cord, 125VAC 13A NEMA 5-15 Plug, North America

650W AC Config 4 Power Supply front to back cooling
650W AC Config 4 Power Supply front to back cooling

Cisco pluggable SSD storage
Catalyst 9500 Type 4 front to back cooling Fan

C9500 Network Stack, Advantage
Cisco Catalyst 9500H XE.17.6 UNIVERSAL

No SSD Card Selected
C9500 DNA Advantage, Term License

Cisco Catalyst 9500 DNA Advantage 3 Year License

PARTNER LCSS SW SUBSC9500 DNA Advantage

Prime Infrastructure Lifecycle & Assurance Term - Smart
Lic
PI Dev Lic for Lifecycle & Assurance Term 3Y

Network Plug-n-Play Connect for zero-touch device
deployment
Catalyst 9300X 12x25G Fiber Ports, modular uplink Switch

PARTNER LCSS 24X7X4Catalyst 9300X 12x25G Fiber Ports
modul
Cisco Catalyst 9300 XE 17.9 UNIVERSAL UNIVERSAL

715W AC 80+ platinum Config 1 Power Supply

715W AC 80+ platinum Config 1 Secondary Power Supply
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CAB-TA-NA

C9300X-NW-E-12
STACK-T1-50CM
CAB-SPWR-150CM
C9300-SSD-NONE
C9300X-DNA-12Y-E

C9300-DNA-L-E-3Y
CON-PLSWT-
C9300XYF

C9300X-NM-8Y

NETWORK-PNP-LIC

C9300X-24Y-E
CON-PL4HR-
C9300XYE
SC9300UK9-179

PWR-C1-715WAC-P

PWR-C1-715WAC-
P/2

CAB-TA-NA

C9300X-NW-E-24
STACK-T1-50CM
CAB-SPWR-150CM
C9300-SSD-NONE
C9300X-DNA-24Y-E

C9300-DNA-L-E-3Y
CON-PLSWT-
C9300ED

NETWORK-PNP-LIC

C9300X-NM-8Y
SNS-3715-K9

North America AC Type A Power Cable
C9300 Network Essentials, 12-port license

50CM Type 1 Stacking Cable
Catalyst Stack Power Cable 150 CM - Upgrade

No SSD Card Selected
C9300 DNA Essentials, Term License

DNA Essentials 3 Year License

PARTNER LCSS SW SUBSC9300 DNA Essentials Term
License

Catalyst 9300 8 x 10G/25G Network Module SFP+/SFP28

Network Plug-n-Play Connect for zero-touch device
deployment
Catalyst 9300X 24x25G Fiber Ports, modular uplink Switch

PARTNER LCSS 24X7X4Catalyst 9300X 24x25G Fiber Ports
module
Cisco Catalyst 9300 XE 17.9 UNIVERSAL UNIVERSAL

715W AC 80+ platinum Config 1 Power Supply

715W AC 80+ platinum Config 1 Secondary Power Supply

North America AC Type A Power Cable
C9300 Network Essentials, 24-port license

50CM Type 1 Stacking Cable
Catalyst Stack Power Cable 150 CM - Upgrade

No SSD Card Selected
C9300 DNA Essentials, Term License

DNA Essentials 3 Year License
PARTNER LCSS SW SUBSC9300 DNA Essentials

Network Plug-n-Play Connect for zero-touch device
deployment
Catalyst 9300 8 x 10G/25G Network Module SFP+/SFP28

Small Secure Network Server for ISE Applications
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CON-PL4HR-
SN3715K9

SNS-
HD600G10K12NM®6
SNS-PSU1-1050W

SNS-CPU-14310
SNS-MR-X16G1RW

SNS-TPM-002C
SW-37X5-ISE-K9
SNS-RAID-220M6

CAB-9K12A-NA

SNS-PCIE-IQ10GF
L-ISE-TACACS-ND=

SFP-25G-AOC3M=

QSFP-100G-SR4-S=

GLC-TE=

SFP-10G-T-X=

SFP-10G-SR=
SFP-25G-SR-S=

PARTNER LCSS 24X7X4 Small Secure Network Server for
ISE App
600GB 12G SAS 10K RPM SFF HDD

1050W power supply
Intel 4310 2.1GHz/120W 12C/18MB DDR4 2667MHz

16GB RDIMM SRx4 3200 (8Gb)

TPM 2.0, TCG, FIPS140-2, CC EAL4+ Certified, for M6
servers

Cisco ISE Software Load on SNS-36x5-K9 appliance

Cisco 12G SAS RAID Controller w/4GB FBWC (16 Drv) w/1U
Brkt
Power Cord, 125VAC 13A NEMA 5-15 Plug, North America

Intel X710 quad-port 10G SFP+ NIC
Cisco ISE Device Admin Node License

25GBASE Active Optical SFP28 Cable, 3M

100GBASE SR4 QSFP Transceiver, MPO, 100m over OM4
MMF

1000BASE-T SFP transceiver module for Category 5 copper
wire

10GBASE-T SFP+ transceiver module for Category 6A
cables

10GBASE-SR SFP Module

25GBASE-SR SFP Module



F5 Load Balancers

Qty

Description

Part Number

BIG-IP
Appliance: Better
Bundle r2800
(32G, M.2 SSD)

FS-BIG-BR-R2800

BIG-IP Service: Premium
(Level 1-3)

FS-SVC-BIG-PRE-LI-3

Field Upgrade:
Single AC Power
Supply 250W for
r2XXX

FS-UPG-AC-R2XXX

Field Upgrade:
SFP+ Fiber
Connector (OG-
LC/850nm) ROHS

FS-UPG-SFP+-R

BIG-1Q Virtual
Edition:
Centralized
Manager (5 BIG-IP

Instances)

FS-BIQ-VE-XS

BIG-1Q Virtual
Edition:
Centralized
Manager Data
Collection Device

FS-BIQ-VE-LOG-NODE
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Citrix Load Balancers

?ty Netscaler MPX Fixed Term SW Part Number 6002388

LICS Premium 9130
Qty | Netscaler MPX Hardware None

Part Number 6002501

4 LICS 9100
Qty | HWM for Netscaler MPX Standard
4 LICS 9100 Part Number 6002575

C. RFP ELEMENTS & EVALUATION CRITERIA:

Proposals should present information in a straightforward and concise manner, while
ensuring complete and detailed descriptions of the Firm’s/Team’s abilities to meet the
requirement of this RFP. Emphasis will be on completeness of content. The written
proposals should be prepared in the sequential order as outlined below.

Proposals are limited to 12 numbered pages (8 2 by 11 inch) including the cover letter
and all appendices. All pages shall be in portrait orientation with 1-inch margins. Font size
shall be 11 point or larger. Proposals that do not follow this format will not be reviewed.

The cover letter shall include the RFP Title and Number, Name, Title, Email Address,
Phone Number and Addresses of the Proposing Team’s main contact and include the
following information:

e Describe any claim submitted by any client against the firm within the past two years
related to the services provided by the firm or its key personnel. For purposes of
this request, “claim” means a sum of money in dispute in excess of 5% of the firm’s
fee for the services provided.

e Any real or perceived conflicts of interests for team members, inclusive of the prime,
sub-consultants and key team members.

Proposals are to address, and will be evaluated upon, the following criteria:
INITIAL EVALUATION PHASE

1. Qualifications & Experience 20 PTS

e Describe, in detail, the history of the firm submitting the proposal, including length of
time in business; business history including patterns of growth, mergers or
acquisitions; number of staff; number of customers; market/vertical specializations;
office locations; length of time offering services similar to those proposed;etc.

e Commonwealth of Massachusetts promotes diversity, equity, and inclusion in state
contracting for businesses owned by minorities, women, veterans, service-disabled
veterans, those with a disability, and LGBT individuals, as well as small
Massachusetts businesses. The SDO certifies these businesses and manages
several programs that help them enhance their marketability when bidding on
public contracts.

e To receive extra points. The vendor must be Supplier Diversity Office (SDO)
approved and Certified Businesses
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2. Proposed Approach 20 PTS

e Provide detailed approach including time spent on each phase of the project. Include
three recently completed projects similar in scope to the Boston Public Health
Commission’s project, including a definition of the projects’ goals, scope,
deliverables, cost and success.

3. Pricing 50 PTS

Pricing information MUST be provided separately from the proposal, in an
individual PDF document.

¢ Include turnkey project cost

All rates and costs/fees quoted shall be:

Fully burdened, including administrative overhead, travel, lodging, and
transportation (all direct/indirect expenses included);

e Quoted in US Dollars;

e Full costinclusive; and Valid throughout the contract period unless otherwise
amended and agreed to by both parties in writing.

4. References 10 PTS

Ensure completion of a minimum of 3 references All references must be received by the
Boston Public Health Commission by the Proposal due date. The Boston Public Health
Commission will evaluate the reference checks to assess the proposed team’s overall
performance and success of previous, similar work. Reference checks will also be utilized
to validate information contained in the proposal. The Boston Public Health Commission
may contact submitted reference sites directly to accomplish this.

ATTACHMENT A — INSTRUCTIONS FOR PROPOSING

ATTACHMENT B — STANDARD CONTRACT/TERMS AND CONDITIONS
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ATTACHMENT A — INSTRUCTIONS FOR PROPOSING

PROCUREMENT PROCESS

SOLICITATION TIMELINE:
Issuance of RFP 10/20/2023 10am EST
Last Day to Submit Questions 11/10/2023 5pm EST
Proposal packets due 12/1/2023 4 pm EST
Bid Opening 12/5/2023 2 pm EST
Interviews (if required) * 12/11/2023 to 12/15/2023
Final Selection* 12/22/2023
Execute Contract* TBD

*Dates are tentative.

All status updates on the above solicitation timeline will be announced on the Boston Public
Health Commission’s website for this solicitation.

VENDOR OBLIGATION

Boston Public Health Commission Requests for Bids, Requests for Proposals and Requests
for Qualifications can be accessed on the Boston Public Health Commission’s website,
www.bphc.org under ‘RFPs and BIDS'.

COMMUNICATION / INQUIRES

Proposers who, relative to this scope of services, contact any individuals or Commission
members representing the Boston Public Health Commission, other than the Procurement
Representative listed on the RFP shall be disqualified from consideration.

Written questions about the meaning or intent of the Solicitation Documents shall only be
submitted to the Information Technology Services Department, jbeers@bphc.org (“ITS-001-
24 New Data Center.” in the subject line).
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Proposers who may have questions about provisions of these documents are to email their
questions by the date listed above. The ITS Department staff will respond to all written
questions submitted by this deadline.

ADDENDA

The Boston Public Health Commission may make changes to this Solicitation. Oral or other
interpretations, clarifications or submittal instructions will be without legal effect. Any
information modifying a solicitation will be furnished in a formal, written addendum. Addenda
will be posted to the Boston Public Health Commission’s web site and conveyed to those
potential submitters.

PRE-PROPOSAL CONFERENCE

The Boston Public Health Commission will conduct a Teams conference for this
procurement. To obtain answers to any questions or for further clarifications, submit all
questions as noted above.

The Conference will be 11/24/23 2pm. All Vendors that submit questions will be invited to the
Teams meeting.

SUBMITTAL PROCESS

Proposals must be received 12/1/23 by 4pm to 1010 Massachusetts ave. 2™ Floor Reception
area. Please send copy via email after the bid opening 12/5/23 2pm. Send your electronic
submittal to:

JBeers@bphc.org
Name of Firm, IT New Datacenter. (Subject Line)

Please submit one electronic copy in Adobe Acrobat PDF format, including all appendices.
Submittals need to be limited to 9 MB in total email size. It is the Consultant’s responsibility
to verify the receipt of the submittal. Electronic verification will be provided upon request.

*Late proposals will not be accepted by the Boston Public Health Commission.
Proposals received after the stated date and time will not be reviewed and shall be
deemed non-responsive.

All proposals submitted shall be valid and binding on the submitting firm for a period of ninety
days following the Proposal submittal deadline and for any extension of time granted by the
submitting firm.

EVALUATION AND AWARD PROCESS

An evaluation team will review each proposal and evaluate all responses received based
upon the criteria listed herein. The Boston Public Health Commission may request
clarifications or additional information, if needed. After the evaluation team individually scores
each proposal, the scores are tallied, and the firms are ranked based on the scores.

A selection may be made based on the proposals and initial evaluation criteria alone.
Alternatively, the evaluation team may create a short list of the top ranked firms and invite the
short-listed firms in for interview and/or check references. Scores for reference checks and
interviews will be tallied and added to the short-listed firm’s initial evaluation scores. Final
selection will be based on reference checks and interviews.
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The Boston Public Health Commission intends to select the Proposer who represents the
best value to the Boston Public Health Commission and begin the negotiation and award
process based on the evaluated scores.

The selected Consultant will be invited to enter into contract negotiations with the Boston
Public Health Commission. Should the Boston Public Health Commission and the selected
firm(s) not reach a mutual agreement, the Boston Public Health Commission will terminate
negotiations and move to the next highest ranked firm and proceed with negotiations.

The Boston Public Health Commission reserves the right to accept or reject any or all
information in its entirety or in part and to waive informalities and minor irregularities and to
contract as the best interest of the Boston Public Health Commission may require. The
Boston Public Health Commission reserves the right to reject any or all Proposals submitted
as non- responsive or non-responsible.

Procedure When Only One Proposal is received

In the event that a single responsive proposal is received, the Proposer shall provide any
additional data required by the Boston Public Health Commission to analyze the proposal.
The Boston Public Health Commission reserves the right to reject such proposals for any
reason.

GENERAL INFORMATION

News releases pertaining to this RFP, the services, or the project to which it relates, shall not
be made without prior approval by, and then only in coordination with, the Boston Public
Health Commission.

COSTS BORNE BY PROPOSERS

All costs incurred in the preparation of a Proposal and participation in this RFP and
negotiation process shall be borne by the proposing firms.

SMALL BUSINESS AND DISADVANTAGED BUSINESS OPPORTUNITIES

The Boston Public Health Commission encourages Certified Underrepresented Business
Enterprises (CUBES) to respond to this RFP. CUBE’s are identified as; Disability-owned
Business Enterprise (DOBE), Lesbian Gay Bisexual Transgender-owned Enterprise
(LGBTBE), Minority-owned Business Enterprise (MBE), Small Local Businesses
Enterprise (SLBE), Women-owned Business Enterprise (WBE), Veteran-owned
Business Enterprise (VBE).

PUBLIC DISCLOSURE

Proposals submitted under this Solicitation will be considered public documents and, with
limited exceptions, will become public information and may be reviewed by appointment by
anyone requesting to do so following the conclusion of the evaluation, negotiation, and award
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process. This process is concluded when a signed contract is completed between the Boston
Public Health Commission and the selected Consultant.

If a firm considers any portion of its response to be protected under the law, the vendor shall
clearly identify each such portion with words such as “CONFIDENTIAL,” “PROPRIETARY” or
“TRADE SECRET” on each page for which the protection is sought. If a request is made for
disclosure of such portion, the Boston Public Health Commission will notify the vendor of the
request and allow the vendor not less than ten (10) days to seek a protective order from the
Courts or other appropriate remedy and/or waive the claimed confidentiality. Unless such
protective order is obtained and provided to the Boston Public Health Commission by the
stated deadline, the Boston Public Health Commission will release the requested portions of
the Proposals. By submitting a response, the vendor assents to the procedure outlined in this
paragraph and shall have no claim against the Boston Public Health Commission on account
of actions taken under such procedure.
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ATTACHMENT B — STANDARD CONTRACT/TERMS AND CONDITIONS

BOSTON PUBLIC HEALTH COMMISSION STANDARD CONTRACT FOR THE PROVISION OF GOODS OR SERVICES

This contractual agreement (“Contract™) is hereby made on by and between Boston Public Health Commission (“BPHC”), a body politic

and corporate and political subdivision of the Commonwealth of Massachusetts with a principal place of business located at 1010 Massachusetts Avenue, Boston,

Massachusetts 02118 and

(“Contractor”). This document is subject to the Terms and Conditions below and may include additional supporting required documents.

All fields in Part 1 and Part 2 must be completed. For nonapplicable fields, enter N/A.

Part 1 - IDENTIFICATION OF BPHC Part2 — IDENTIFICATION OF CONTRACTOR

Bureau Name: Contractor Name:

Program Name: Payee Name if different from Contractor Name:

Requestor: Contact Name:

Phone: Street Address:

Email: City: State: Zip code:
Good/Services(s) Requested: Email:

Service Location(s): Phone Number:

Tax Identification No. (SSN or EIN):

Number of Full Time Equivalents (FTE"):

Unique Entity Identifier (UEI):

CONTRACT TERM:
This contract shall be in effect from (start date) through (end date)
Review Terms and Conditions for earlier termination as provided herein.
CONTRACT AMOUNT:
This contract shall not exceed dollars
(S ) and is subject to the availability and appropriation of funds.
GRANT FUNDING SOURCE, if applicable: Grant Number. Grant Expiration Date ALN/CFDA Number:

For Sub-Recipient Contract, the Notice of Grant Award must be sent to the Sub-Recipient as an attachment along with this Contract

ADDITIONAL TERMS:

For BPHC Procure to Pay Office Use ONLY

BPHC Contract Number: BPHC Vendor ID:

*FTE: Full-Time Equivalent shall mean a formula to calculate the number of employee work hours which equal one (1) full-time position. For the purposes of this document, full time shall mean
the standard number of working hours, between thirty-five (35) hours and forty (40) hours per week, that is used by the covered vendor to determine full time employment.
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ARTICLE I - PERFORMANCE
a) Performance under this Contract shall include services rendered,

obligations due, costs incurred, goods and deliverables provided and
accepted by BPHC. Contractor shall conduct all activities, provide all
goods, and/or perform all services as may be required by the provisions
of this Contract. No variations from specifications hereunder shall be
allowed without the written approval of an authorized representative of
BPHC.

b) Where applicable and unless otherwise indicated in this Contract or any
Statement of Work, Quote, Order, or Budget, all shipments shall be
assumed F.O.B., destination inside delivery. Such inside delivery shall be
performed through the shipper and charged back to the shipper and shall
be made between the hours 0of 9:00 AM and 5:00 PM, Monday through
Friday, exclusive of Holidays, unless otherwise specified in this Contract
or any Statement of Work, Proposal, Quote, Order, or Budget.

¢) Upon written request of BPHC, Contractor shall remove from BPHC
premises and/or replace all individuals in Contractor’s employ or control
rendering goods or services to BPHC whom BPHC determines to be
disorderly, careless, or incompetent, or to be employed, provide services,
or conduct activities in violation of the terms of this Contract or in
violation of the law.

d) Contractor shall maintain books, records, and other compilations of data
relative to the services to be performed hereunder sufficient to
substantiate its claims for payment or meet any regulatory requirements,
including any and all applicable federal, state, or local requirements. All
such records shall be retained for at least seven (7) years. BPHC or its
designee shall examine andcopy such records upon reasonable notice to
Contractor and at such times and expense as may be reasonable.

e) Prior to beginning performance under this Contract, Contractor must
receive a Purchase Order from BPHC

ARTICLE II - ACCEPTANCE OF GOODS AND SERVICES

BPHC shall have a reasonable opportunity to inspect all goods and services. If the
goods or services are not acceptable, Contractor may be allowed to cure the goods
and/or services within a reasonable time at no additional cost to BPHC. Unless
otherwise provided hereunder, liability for payment shall be subject to acceptance
by BPHC.

ARTICLE III - TIME

It is understood and agreed that Contractor's performance shall be completed as
specified in the Contract, Statement of Work, Proposal, Quote, Order, or Budget;
and if not specified it should be timely and meet or exceed industry standards for
the performance required.

ARTICLE IV - COMPENSATION
a) Contractor may be compensated only for those costs and expenses it
incurred as identified on any Statement of Work, Proposal, Quote Order, or
Budget or attached hereto except that such cost and expense shall not
exceed the not-to-exceed Contract Amount listed in the Contract cover
page above.

b) BPHC shall not be liable for any interest, penalties, or late fees.

¢) Invoices with back-up documentation shall reference a BPHC purchase
order number and shall be submitted electronically to BPHC’s Procure
to Pay (P2P) Department at AccountsPayable@bphc.org.

d) All Contractors must comply with proper invoice documentation
submissions to assure timely payments in accordance with BPHC’s
Vendor Invoice Requirement and Submission Letter. A copy of same
shall be provided to Contractor.

¢) Unless otherwise agreed, invoices shall be payable thirty (30) days from
receipt of same. To expedite payments, BPHC recommends that all
Contractors complete the Payment Account Information section with
Electronic Fund Transfer (“EFT”) information of the Vendor Set-Up
Form authorizing BPHC to make electronic payments.

f) Final invoices for goods received or services completed must be
submitted to BPHC within thirty (30) days of the expiration or termination
of this Contract. BPHC retains the right to deny payment for any invoices
received after the thirty (30) day invoice period.
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ARTICLE V — RELATIONSHIP WITH BPHC

Contractor is retained solely for the purposes of and to the extent set forth in this
Contract. Contractor’s relationship to BPHC during the term of this Contract shall
be that of an independent contractor. Contractor shall be fully responsible for
completion of its obligations under this Contract without supervision from BPHC.
Contractor has full discretion to employ the proper means and methods to complete
the work and shall determine its own working hours. Contractor shall have no
capacity to bind BPHC in any contract or to incur any liability on behalf of BPHC.
Contractor, its agents, or employees shall not have the status or pension rights of
an employee. BPHC shall not be liable for any personal injury to or death of
Contractor, its agents, oremployees

ARTICLE VI - ASSUMPTION OF LOSS AND LIABILITY
a) Contractor shall pay and be exclusively responsible for any expenses
incurred on account of the delivery of goods or services to be under this
Contract, and/or for all debts for labor and materials incurred by Contractor
for the rental of any appliance or equipment hired by Contractor.

b) Contractor shall bear all loss, resulting from any cause, before the delivery
of goods or services is completed and after performance, if the goods or
services fail to conform to specifications.

¢) Contractor or any of its agents, employees, or subcontractors entering on
the premises of BPHC shall take all precautions necessary to prevent
injury to persons or property.

d) Contractor shall indemnify, assume the defense of, and hold BPHC its
officers, agents, assigns, or employees, harmless from all suits and claims
arising from any act or omission of Contractor, its agents, or employees in
any way connected with performance under this Contract.

¢) Contractor shall maintain at a minimum General Liability, Property
Damage, Employers’ Liability, Worker’s Compensation, and Motor
Vehicle Liability (Personal Injury Protection and Property Damage) and
such other liability insurance coverage as may be required hereunder
sufficient to protect Contractor and BPHC from any risks or claims which
may be associated with this Contract and as are customary in Contractor’s
business and shall provide BPHC with evidence of such coverage. In the
event any changes occur in such liability coverage during the period of
performance, Contractor shall notify BPHC of such changes and shall
provide BPHC with new evidence of coverage. At its discretion, BPHC
shall have the right to require that it be named as an Additional Insured on
any applicable policies.

f) Contractor acknowledges that BPHC, its officers, agents, assigns, and
employees, are subject to all provisions in M.G.L.c. 258, including but not
limited to, the liability limitations for governmental entities.

ARTICLE VII - REMEDIES OF BPHC
a) If Contractor provides goods or services which do not meet the
specifications provided or are otherwise not merchantable or fit for their
intended purposes, BPHC shall have all remedies as provided by law.

b) BPHC shall have the right to inspect goods or services for forty-five (45)
days and if the goods or services fail to meet the terms of the Contract or
are otherwise not merchantable or fit for their intended purpose, BPHC shall
have all remedies as are provided by law.

¢) BPHC may deduct the cost of any substitute contract or non-performance
of services together with incidental and consequential damages from the
Contract amount and shall withhold such damages from the sums due or
to become due to Contractor.

d) BPHC retains all rights to warranty as supplied by Contractor.

e) If this Contract is funded in whole or in part by a grant to BPHC from a
third party, BPHC has the right to reduce the amount of this Contract or
terminate this Contract if the grant from the third party is reduced or
eliminated.

f) In addition to all other remedies available to BPHC under applicable state
and federal laws, in the event Contractor or its subcontractor(s) fail to
comply with the terms of this Contract or with applicable federal, state, or
local requirements governing the use of any grant funding supplied by a
third party that supports this Contract, BPHC may withhold or suspend
awards, in wholeor in part, or recover from Contractor or subcontractor(s)
any funds improperly paid to Contractor or subcontractor(s) following an
audit by BPHC.
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ARTICLE VIII - REMEDIES OF CONTRACTOR

If damages, other than loss of nonconforming goods or services, are sustained by
Contractor due to any act or material omission for which BPHC is legally
responsible, BPHC may allow a sum equal to the amount of such damages
sustained by Contractor as determined by BPHC in writing, provided Contractor
shall deliver to BPHC a detailed written statement of such damages and cause
thereof within thirty (30) days after the alleged act or material omission by
BPHC. Contractor shall not have the option to accelerate at will.

ARTICLE IX — ASSIGNMENT

Contractor shall not assign, delegate, subcontract, or in any way transfer any
interest in this Contract without the prior written consent of BPHC. BPHC
reserves the right to delegate, assign, or otherwise transfer any interest in this
Contract to another entity without further notice to Contractor.

ARTICLE X - AMENDMENTS
a) All material alterations or additions to the terms and conditions of this
Contract must be in writing and signed by BPHC and Contractor
subject to BPHC’s internal procurement policy.

b) At BPHC’s sole discretion it may make non-substantive unilateral
modifications to this Contract. These will be in writing and written
notice of same will be promptly provided to Contractor.

ARTICLE XI - COMPLIANCE WITH LAWS, BPHC POLICIES,
GRANT REQUIREMENTS, AND PUBLIC POLICY
a) This Contract is subject to the laws of the Commonwealth of
Massachusetts and, where applicable, is governed by M.G.L. c. 106 §2-
101, et seq. (the Uniform Commercial Code, Article 2).

b) Contractor shall provide, at its sole expense, all necessary licenses,
permits, or other authorizations required by the City of Boston, the
Commonwealth of Massachusetts, or any state or federal governmental
agency with proper jurisdiction and shall ensure that all specifications are
met, and that the goods or services acquired or performed hereunder
adhere to all applicable regulations. Contractor agrees and certifies that it
is authorized and/or licensed to perform the services required by this
Contract and if necessary, Contractor will secure such authorization
and/or licensure within a reasonable period of time for so long as it is
bound to perform under the terms of this Contract.

¢) Contractor shall not discriminate against any individual on the basis of
gender, race, religious creed, national origin, age, disability, gender
identity, or sexual orientation in connection with the performance of this
Contract. Contractor shall post in conspicuous places notices to be
provided by the Massachusetts Commission Against Discrimination,
setting forth provisions of the Fair Employment Practice Law of the
Commonwealth of Massachusetts.

d) Contractor shall not act in collusion with any BPHC officer, agent,
assign, employee, or any other party, nor shall Contractor make gifts
regarding this Contract or any other matter in which BPHC has a direct
and substantialinterest in violation of M.G.L. c. 268A (the Conflict of
Interest Law).

e) Pursuant to M.G.L. c. 62C, §49A, Contractor certifies under the penalties
of perjury that Contractor has complied with laws of the Commonwealth
relating to taxes, reporting of employees and contractors, and
withholding and remitting of child support.

f) Contractor shall comply with all applicable City of Boston Ordinances,
City Executive Orders, BPHC Regulations or policies, and any state and
federal laws or grant requirements that, in any manner, affect the goods
or services herein specified. Contractor shall, at all times, observe and
comply with said ordinances, regulations/policies or laws, and shall
protect and indemnify BPHC, its officers, agents, assigns, and employees
against any claim or liability arising from or based on any violation of such
ordinances, regulations or laws.

¢) In addition to its obligations to comply with any applicable federal or
state laws under section (f) above, Contractor shall also comply with the
requirements of any federal, state, or city grant that supports this contract.
In particular, Contractor must comply with all applicable grant reporting
requirements and must provide appropriate supporting backup
documentation for any invoices submitted to BPHC for payment. Any
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waiver of these grant requirements by BPHC shall not prejudice BPHC’s right to

strictly require compliance with this section at any time during the life of this
Contract. BPHC shall supply a copy of the applicable Notice of Grant Award with
any provisions applicable to Contractor upon request.

h) BPHC will not purchase goods or allow services from a Contractor who is
currently disbarred or suspended from doing business with the United
States government. Contractor hereby certifies that it is not on the Systems
for Award Management (SAM.gov) Exclusion List, and it is not disbarred
or suspended from federal contracting. If Contractor is disbarred or
suspended from federal contracting during the period of this contract,
Contractor must notify BPHC in writing within fifteen (15) days of such
occurrence. In the event Contractor is disbarred or suspended from federal
contracting, BPHC shall have the right to modify or terminate this Contract
at its discretion.

i) Contractors who are federally funded must provide: 1) Unique Entity
Identifier (UEI); 2) a System for Award Management (SAM.gov) Report;
and 3) a copy of Contractor’s latest annual Federal Single Audit Report for
those Contractors subject to Uniform Guidance 2 C.F.R. 200 Subpart F.

j) BPHC and Contractor commit to making a good-faith effort to
contract/subcontract with Certified Underrepresented Business
Enterprises (CUBE) in accordance with BPHC’s Equitable Procurement
Policy. CUBEs include the following: Disability Owned, Lesbian Gay
Bisexual Transgender Owned, Minority Owned, Small Local Owned,
Woman Owned, Veteran Owned, or a Non-profit that is Minority Owned,
Woman Owned, or Woman Minority Owned. A copy of BPHC’s
Equitable Procurement Policy may be provided to Contractor upon
request.

k) If this Contract is in response to an infectious disease outbreak, including
but not limited to COVID-19, Contractor acknowledges that this contract
may be supported by funds from the United States federal government.
Accordingly, the required federal provisions at the following link are
hereby incorporated into this agreement: https://www.ecfr.gov/.

ARTICLE XII - MISCELLANEOUS
a) Any waiver expressed or implied by BPHC of any rights, terms, or
conditions of the Contract shall not operate to waive such rights, terms or
conditions or any other rights, terms, or conditions beyond the specific
instance of waiver.

b) Contractor acknowledges that any and all products (tangible and
intangible) created pursuant to this Contract shall be the exclusive property
of BPHC. All work papers, reports, questionnaires, and other written
materials prepared or collected by Contractor while completing the work
to be performed under this Contract shall always be the exclusive property
of BPHC. Contractor shall not use or publish or cause to be used or
published any reports or any other printed material in relation to the
services performed hereunder without written authorization from BPHC.
Where such authorization is given, Contractor shall appropriately
acknowledge the collaboration and support of BPHC. In addition,
Contractor has an affirmative obligation to request whether BPHC would
like to collaborate on the creation of any research paper, tool, or other
product that is the result of the performance of this Contract.

¢) Unless separately agreed upon by the parties in this Contract or any
applicable Statement of Work, Proposal, Quote, Order or Budget, BPHC
shall be the owner of any and all data collected by Contractor pursuant to
this Contract.

d) In the event of any dispute concerning the meaning or application of this
Contract, any such dispute shall be resolved pursuant to the laws of the
Commonwealth of Massachusetts and, if necessary, by a court of the
Commonwealth of Massachusetts in Suffolk County or the United States
Federal District Court sitting in Boston, MA.

¢) Neither party shall be liable to the other or be deemed to be in breach of the
Contract for any failure or delay in rendering performance arising out of
causes beyond its reasonable control and without its fault or negligence.
Such causes may include, but are not limited to, acts of God or a public
enemy (including terrorist acts), fires, floods, epidemics, quarantine
restrictions, strikes, freight embargoes, unusually severe weather, or
compliance with governmental orders that prohibits the performance of this
Contract.
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f) If any provision of this Contract is declared or found to be illegal, unenforceable, or void, both parties shall be relieved of all obligations under such
provision. The remainder of the Contract shall be fully enforced as permissible by law.

g) BPHC is a tax-exempt entity (federal tax identification number 04- 3316655) and shall not be responsible for the payment of any type of tax that may arise
as a result of the performance of this Contract. See Mass. Gen. Laws III App. §§2-3, 2-9, 26 USC §115(1). The St-2 (MA
Certificate of Sales Tax Exemption) Form will be provided upon request.

ARTICLE XIII - AVAILABLE APPROPRIATION

This Contract is subject to the availability of an appropriation therefore BPHC retains the right to reduce the amount of this Contract or terminate it without penalty
if funding for the Contract is reduced or eliminated. This expressly includes any contract that is funded in whole or in part by the City of Boston or any grant funding
received by BPHC in accordance with Article VII(e).

ARTICLE XIV — RELEASE OF BPHC ON FINAL PAYMENT
Acceptance by Contractor of final payment from BPHC under this Contract shall be deemed to release BPHC from all claims and liabilities, except those which
Contractor notifies BPHC in writing within 60 days after the expiration or termination of this Contract.

ARTICLE XV — TERMINATION OR CANCELLATION

This Contract may be terminated by BPHC for any breach of its terms by Contractor, for convenience or for any other ground stated elsewhere in this contract. All
obligations which are executory on both sides shall be discharged upon termination. Any rights based on prior breach of performance shall survive. The terms of
the Contract shall survive its termination for the purposes of (1) resolving any claims; and (2) warranties. This Contract may be cancelled by BPHC and will have the
same effect as termination except that BPHC shall retain any remedy for breach of the whole Contract or any unperformed balance. Notice of termination or
cancellation shall be given to Contractor at the address supplied on the Request for Contract/Standard Contract Cover Page by email or mail and shall be effective
upon receipt. Contractor shall have no right to recover other amounts, including but not limited to amounts for lost profits, indirect, incidental, or consequential
damages.

ARTICLE XVI - WARRANTIES

Contractor makes all warranties as applicable under M.G.L. c. 106 §2-313, the Warranty of Title, M.G.L. c. 106 §2-313, Express Warranties as by affirmation,
promise, description and/or sample, M.G.L. c. 106 §2-314, the implied warranties of merchantability or by usage of trade, and MG.L. c. 106 §2-315, implied
warranty of fitness for a particular purpose.

ARTICLE XVII - CONFIDENTIALITY

Contractor shall comply with all applicable federal, state, and local laws and regulations relating to confidentiality and privacy of any data collected or received by
Contractor. Contractor shall inform, in writing, each of its employees or agents having any involvement with personal data or other confidential data of the laws
and regulations relating to confidentiality and shall ensure their compliance.

ARTICLE XVIII - CRIMINAL OFFENDER RECORD INFORMATION(CORI)

In order to ensure that Contractor and its subcontractors/employees, who have contact with the public or BPHC client(s), are appropriate for serving in their position
in any program or facility of BPHC, or any Contractor programs funded by BPHC, a Criminal Offender Record Information (“CORI”) check (or its equivalent)
must be performed on Contractor, or its subcontractor/employees as provided in 101 CMR 15.00. Contractor and its subcontractors/employees shall consent to a
CORI check conducted by Human Resources or provide BPHC with an Affidavit stating that Contractor has conducted a CORI check (or its equivalent) on its
subcontractors/employees or individuals involved in rendering goods or services under this Contract.

BPHC’s General Counsel’s Office has the discretion to require CORI, other affiliated checks, or a CORI Affidavit for any other contracts where it deems necessary,
including but not limited to, any time a Contractor or its subcontractors/employees may work on any BPHC sites, or Contracts where BPHC’s finances or financial
information are a subject of the Contract.
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ARTICLE XIX - ENTIRE AGREEMENT, COUNTERPARTS, COPIES

This Contract constitutes the entire agreement between BPHC and Contractor and supersedes any and all oral agreements and negotiations. If necessary, this
Contract may be executed in counterparts, each of which shall be deemed to be an original, but all of which, taken together, shall constitute oneand the same Contract.
In addition, a copy of this Contract will be just as enforceable as an original, unless one party demands creation and receipt of a contract with original signatures.

ARTICLE XX — CERTIFICATE OF AUTHORITY

Contractor warrants that it has full power and authority to enter into and perform this Contract, and the person signing this Contract warrants that they have been
properly authorized and empowered to enter into this Contract. In addition, acceptance of any payment under a contract or grant shall operate as a waiver of any
claims against BPHC that challenge the existence of a valid contract due to the lack of actual signatory authority by Contractor. BPHC reserves the right to request
proof of signatory authority from any Contractor.

BPHC and Contractor hereby cause this instrument to be executed by the duly authorized representatives as of the day first written above.
CONTRACTOR

Signature:

Printed Name: Title: Date: _

BOSTON PUBLIC HEALTH COMMISSION

Approved as to Form — Office of the General Counsel

Signature:

Printed Name: Date: _

Approved - Administration and Finance / Executive Office

Signature:

Printed Name: Date:
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